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1 )I3 Responsive to communication(s) filed on 26 April 2006 . 
2a)D This action is FINAL. 2b)l3 This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4a) Of the above claim(s) 

Claim(s) is/are allowed 
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6) EI 

7) D 

8) D 



is/are withdrawn from consideration. 



Claim(s) 1-17 is/are rejected. 
Claim(s) is/are objected to. 

Claim(s) are subject to restriction and/or election requirement. 
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DETAILED ACTION 



Claim Rejections - 35 USC § 102 



The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

2, Claims 1-17 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Williams(2003/0005331). 

3. | As per claim 1, Williams discloses a method of improving the security of computer 

l ' 

communications over a connecting network including the steps carried out before a data packet 
h^riteijs the connecting network from a user domain of, tagging(i.e. labeling) the data packet from 

a user domain with a security level marking[0053, 0122], and appending the tagged data packet 
'., with a string formed from a check-sum made over the data packet[0199] and security level 

marking tag to form a datagram[0 123]. 

4.i As per claim 2, Williams discloses carried out as the datagram attempts to enter a second 
user domain, verifying the string in the received datagram matches a string calculated over the 
received data packet and security level marking tag[0036, 0053], and verifying the received 
security level marking tag matches the security level of the second user domain[0103, 0105, 

0| 13, 0196]. The second user domain is disclosed in Williams, because Williams discloses 

j 

Mandatory access control is implemented at the sending and well as receiving/destination 
WffiUsts[0103]. The receiving hosts is located on the second user domain. 
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5. As per claim 3, Williams discloses encrypting each datagram before entry into the wide 

i 

area network[0052, 0089, 0097]. 



6. 

Mjgfs 



As per claim 4, Williams discloses wherein datagrams from more than one user domain 

■H'l. 



7. 



are encrypted by the same cryptograph(i.e. key)[0088-0089]. 

As per claims 5, 10, Williams discloses wherein the check-sum is a one-way hash 
function [0094]. * 

As per claims 6, 1 1, Williams discloses wherein the one-way hash function is SHA- 
1 [0074, 0097]. 

9. As per claims 7, 12, 15, Williams discloses recording any mismatch of checksum [0199] 
or security level marking tag [0196]. 

10. As per claims 8, 13, Williams discloses domain separator (i.e. NSC) for improving the 
security of computer communications over a connecting network arranged to carry out the 

Ni^ d[0028] - 

11. As per claims 9, 14, 17, Williams discloses wherein the user domain security level 
• marking is set by a physical switch on the device[0051, 01 13, 01 18]. 

12. As per claim 1,6, Williams discloses domain separator for improving the security of 
computer communications over a connecting network[0028]. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jenise E. Jackson whose telephone number is (571) 272-3791. 
The examiner can normally be reached on M-Th (6:00 a.m. - 3:30 p.m.) alternate Friday's. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

I • 
Information regarding the status of an application may be obtained from the Patent 



Application Information Retrieval (PAIR) system. Status information for published applications 
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may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9 1 99 (IN USA OR CANADA) or 57 1 -272- 1 000. 
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